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Preston Cooper

Bad News for

Matthew Cooner ~ 5€€ Lheft pg. Nelson Harmor see DUIL pg.

Justice Department’s Criminal Division Creates

acke

Websites to Spread Malware Force To Focus On lllegal Opiocid Prescriptions

the resources and ex-

Latvian Man Used Fake Ads on Newspaper E épp&ﬁa&héaﬁ E@gﬁ@ﬂ&ﬁ Prescr épiﬁ@ﬂ @pﬁ@%ﬂ Strike
:

Easiern District of
E fennessee one of nine
 federal disiricts from
five states Assistant

itorney General Bri-
an A. Benczkowski
of the Justice Depart-
ment’'s Criminal Divi-
sion today announced
the formation of the
Appalaclhian Region-
al Prescription Opioid
Sirike Force (ARPO
Strike Force), a joint
aw enforcement effor

pertise ot the Heaith
Care Fraud Unit in the
Criminal  Division’s
Fraud Section (HCF
Unit), the U.S. Attor-
ney's Offices for nine
tederal districts in five
states, as well as law
cnforcement partners
at the FBI, U.S. De-
partment ot Health
and Human Services

LIKE US ON &1

Office of the Inspec-
for General (HHS-
OIG) and U.S. Drug
Enforcement Admin-
istration (DEA). The
mission of the ARPQO
Strike Force 1s (o
identily and 1nvesti-
ogate health care fraud
schemes 1 the Ap-
palachian region and
surrounding areas,
and to etfectively and

See OUpiocid P.4
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Happy Halloween!!l
Everyone be SAFE!!
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Preston Cooper, 23,
Price Ave Knoxville, was
charged with Possession
of a Firearm, Tamper-
ing/Fabricating with Ev-
idence, Poss. Of Drug
Para., and Man/Sell/Poss.
Ot Sch. V%L

Matthew Cooper, 26,
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« Market Dr. * Lenoir City (In Front of Food City) | |
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Alloy Wheels, PS, PW, PL, Sunroof
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Price Ave Knoxville, was mm 71. Prior to Trooper
charged with Possession arrival dispatch advised a
of a Firearm, Man/Sell/ witness on scene watched
Poss. Of Sch. VI., Poss. one of the passengers
Of Drug Para. And Tam- take a black bag into

pering/Fabricating Evi- the woods and hide it,
dence. and return to the wreck.

1rooper A. Evans THP,
was dispatched to a wreck
with injuries on I-75 near
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2011 Honda P fLumr, Leather, 3rd ﬁow
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Also a glock 22 pistol
was recovered from the
wreckage with a loaded
magazine inside. Upon
Trooper arrival both pas-
sengers were transported

SeeBlack Bag ctd to P.3
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Notice: The Daily Edition does not knowingly accept fraudulent or misiead-
ing materials. The Daily Edition cannot guarantee the validity of offerings or
statements contained herein. All liability for the contents of all advertising, and
for any claims that may arise therefrom, is the responsibility of the advertiser or
its agency. The Daily Edition reserves the right to reject, edit, or abbreviate any
advertisement submitted. Advertising is accepted with the understanding that all
liability for all copyright violations is the sole responsibility of the advertiser.
Photographs, artwork and other copy submitted for publication is considered
the sole property of the advertiser. The Daily Edition will make every effort but
will not be liable for failure to publish and ad or for typographical and layout
errors. All statements and information about highlights featured items. letters to
the editor, herein are those solely given to the interviewer or writer and the Daily
Edition assumes 1o responsibility of the accuracy or validity thereof. The Daily
Edition will gladly reprint at no charge that part of an advertisement in which an
error occurs provided a claim is made within 3 days of the first publication of the
ad. Information contained in the Wazzup is received anonymously and the Daily
Edition assumes no responsibility for information and reserves the right to edit
or reject any and/or all submissions. The Daily Edition is a daily newspaper of
general circulation in Loudon County defined under TCA 2-1-104(a)(13).

he Daily Edition also serves Monroe, Knox, Anderson, Roane and Blount coun-

ties and serves 30,000 readers weekly. Send mail to PO Box 1240, Lenoir City

TN 37771.865-771-2249. email: dan1204us@yahoo.com

The Daily Edition is Loudon County’s premier public interest and paid advertising paper. The
Daily Bdition is produced and published daily Monday through Friday and is circulated through-
out Loudon County and parts of Monroe and Knox Counties. Display advertising rates $5.00 per
g | columninch and quantity discounts available. Call for information on upcoming promotions and
events.
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Road. Deputy in car ra- ual Offender, and Driv- iyana was located inside.
Nelson Harmon. 48 Bic dar 'ﬁ'egﬁsteﬂ'iectﬁﬁﬂle vehicle gtg OLb Revgked Uﬁc.emse. Also é?{ 2 floral cover
Sandy Road Philadel. \F2veling45ifa35mph Upon funnmng Robiason bags with lots of baggies.

PRy Rbad PRRAAE one.  Upon stopping through dispatch he was and scales. While work-
phia, was charged ‘f‘f}‘i‘h the vehicle the driver found tohave warrantout ing the scene Trooper was
Habﬁml .MO?’O? O ffmﬁe?f’ was identified as Neison ©f Lenoir City and Roane notitied by Deputies that
zind Dn?fmg- on Revoked/ Harmon. and back seat County. Both were placed 2 passengers were refus-
Suspended License. Dep- passengér as Marty Rob- under arrest and trans- ing medical treatment and

| ] ; L_.J F i ' e . _ o - | V} ~ G . ] ;
ULy CO%}; frites LCSO’ inson. Upon running Har-  Portec to the Loudon Jail. was fymg 1o leave the
observea a tan vehicle h h i b} | ER.Trooper arrived at the
1 - 8] _ 1 ' PR -
traveline on Fork Creek oM through dispateh he I p SR and ask about the bag
was fmmd to bc a Habit- Black Bag ctd from pg.2  poth stated they had no

e,

(0 Fort Loudon Medical, Clu€. frooper piaced both
and the driver was trans- PAarties under arrest. $otn
norted to UT. A Loudon Parties then insisted that
County Deputy retrieved 1€y be fooked over by

L

the black bag from the ¢ ER doctor. Both were
S——"— S, = woods and placed it on cleareca and transported to
“ 3 3 a—-* E;T iﬁ‘ rﬁ ﬁ:; ' ) ) ‘ - 3 -:Ef
AR CoE his patro! vehicle. The theloudonJail.
i B e

:

bag was covered in blood or-11

and hac a strong odor of e e ~
c g o . : 5 2 o g7 Tk &= ﬁjﬁ @
marijuana emitting from SOo=77"1 =224

i

it. Upon opening the bag [ K'®:
a felony amount of mari- Adverticse
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A prayer meeting will be held on

Novemoer 4 at 6:00 pm i the Loudon

c N

L
-
vat

il el -l

el . High School auditorium. Praver for
' il our city, our children, our schools
. and our couniry. And our election.

Several pastors 1n the area are
sponsoring this meeting. We need many
more pastors invoived. Everyone 1s

welcome!
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erty Committee with hola a special

o | called meeting on November 5th at
e i+ 10:00 PM at the Annex to aiscuss the
% transier and/or sale of select proper-
-1 B ; 7 1
sl 1 ties acguired through the tax sale.
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While waiting for a
(non-government) tech-
nical training class fo
begin, FBI Special Agent
Robert Cameron used his
itnstructor-provided com-
puter to check the local
Nnews.

So0n, the computer be-

Page 4 ¢ Daily Edition ¢ October 31, 2018

gan to slow down and
malfunction.
Cameron hadn’t down-

loaded  anything or
clicked on any suspicious
links, but just by visit-
ing a local news site, the
computer he was using
had been affected b‘y mal-
ware known as “scare-
ware.” Scareware slows
the system and causes
pop-ups that demand the
user pay to have purport-
ed “anti-virus” software
installed.
“I pulled the plug on the
computer, and with the
teacher’s permission, I
opened the hard drive to
find out what happened,”
said Cameron, a cyber
agent and computer ex-
pert in the FBI's Minne-
apolis Division.

he next day, the local
news website ran an apol-
ogy to 1ts readers, saying
that what they thought
was a legitimate adver-
fisement had actually
installed a virus on the
compuiers of many us-
> ers who visifed the site
during the time the ad
was displayed. The news
website also notified the
FBI.
Between the $50 “an-
ti-virus” program itself,
the hackers’ fraudulent
use of the victims’ credit
cards after the purchase,
and the failure to pay the
website for the “ads” the
purchased, the overall
scam COst vICtims an es-
timated $2 million. While
the exact number of vic-
tims 1 not known, many
are believed to be in the
Minneapolis area because
of the nature of the web-
site.
Cameron and his col-
leagues began investi-
gating and discovered
a Latvian hacker was
behind the attack, and
his approach was highly
sophisticated. After pur-
chasing the company’s
fake anti-virus software,
the FBI and its inter-
national partners used

P e LA T T T ST N R ST T el

several  investigative
approaches, including
carrying out search war-
rants ali over the world,
to track down the perpe-
trator.

“You didn’t have to in-
teract with the website
at all or click anything.
There’s nothing the user
could have done fo pre-
vent it.”

Investigators  learned
that, in 2010, associates
of Peteris Sahurovs,
including his wife, cre-
ated a fake advertising
company, known as
RevolTech Marketing,
and contacied a local
news website to pur-
chase advertising for
their “client)” a well-
known American hotel
chain. (The hotel chain
knew nothing about
RevolTech’s activities.)
RevolTech created an
advertisement for the
hotels that redirected
to what appeared to be
a legitimate site. The
hackers then waited
until Friday night U.S.
time—after the web-
site’s staff had already
tested the ad—to swap
out the ad to one that
would direct comput-
ers to a malware-in-
fected website instead.
The malware instalied
whether or not the user
clicked the ad. Once
infected, the only way
users could remove the
malware was o _ pur-
chase the fake anti-virus
sofftware—at a cost of
$49 .95,

The investigation also
showed that in addition
to the ad scam, Sahurovs
and his associates ran a
“bulletproof”  hosting
site that facilitated other
criminal activity on the
web. Bulletproof host-
ing sites are overseas
servers that take active
steps to avoid law en-
forcement detection of
criminal activity.

The FBI and the Latvi-
an State Police worked
collaboratively to track
down and arrest Sahu-
rovs. However, he fled
before his extradition
hearing and was added
to the FBI Cyber’s Most
Wanted list.

Five years later, Sahu-
rovs turned up in Po-
land, where he was ar-

e e e e T ¥ P Tt Yo e rmporrge e rrpeey P P AT & VR e o T e T P

rested and extradited to
the United States to face
charges. In February, he
pleaded guilty to con-
spiracy to commit wire
fraud, and last month,
he was sentenced to 33
months in prison.

“It was a great chain of
events to be able to find
Sahurovs and bring him
back to face justice,”
Cameron said. “There
are a lot of momentum
swings in these cases,
and we had to be patient.
I'm happy we're finally

able to get closure in this
case.”.

etficiently rosecute
medical professionals
and others involved 1n
the illegal prescription
and distribution of opi-
o1ds.

Assistant  Attorney
General  Benczkow-
ski was joined in the
announcement by
US. Attorney Rob-
ert M. Duncan Jr. for
the Eastern District of
Kentucky; U.S. Attor-
ney Russell M. Cole-
man for the Western
of Kentucky;
U.S. Attorney Benja-
min C. Glassman for
the
of Ohio; U.S. Attorney
William J. Powell for
the Northern District

s W, " R

of West Virginia: U.S.

Attorney Michael B.
Stewart for the South-
ern District of West
Virginia; U.S. Attorney
J. Douglas Overbey
for the Eastern District
of Tennessee:; U.S. At-
torney Donald Q. Co-
chran for the Middle
District of Tennessee:
US. Attomey D. Mi-
chael Dunavant for
the Western District of
Tennessee; U.S. Attor-
ney Jay E. Town for
the Northern District of
Alabama; Assistant Di-
rector Robert Johnson
of the FBI’s Criminal
Investigative Division;
D:Futy Inspector Gen-
eral for Investigations
Gary L. Cantrell of the

Southern District

P i SR L T T o e e e G S B O T T s T

Department of Health
and Human Services
Office of Inspector
General (HHS-OIG)
and Assistant Admin-
istrator John J. Martin
of the DEA Diversion
Control Division.
“While the opioid
epidemic  continues
to inflict untold pain
and suffering on peo-
ple across the country,
the devastation in the
A;zfalachian region
and adjacent areas has
been particularly stag-

gering,” said Assis-
tant Attorney General
Benczkowski.  “It is

all the more reprehen-
sible when unscrupu-
lous physicians and
pharmacies contribute
fo the epidemic by il-
legally supplying dan-
gerous  prescription
painkillers. Working
with our partners in
US. Attormney’s Of-
fices and law enforce-
ment, the Appalachian
Regional Prescription
Oploid Strike Force
will combat illegal pre-
scription opioids and
health care fraud by
holding accountable
corrupt medical pro-
tessionals who seek to
profit off the crisis of
opioid addiction.”

“The Appalachian
Region, which in-
cludes the FEastern
District of Tennessee,
1S unfortunately a ‘hot
spot’ for drug abuse
and overdose related
deaths in the country,”
said U.S. Attorney
J. Douglas Overbey.
“We welcome the
opportunity to work
with our law enforce-
ment partners in the
Appalachian Regional
Prescription 101d
Strike Force to identi-
ty and prosecute those
unscrupulous medical
professionals and oth-
ers engaged in health
care fraud schemes
mvolving illegal pre-
scription, distribution,
possession, and use of
optoids.”
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“The creation of the
Appalachian Regional
Prescription  Opioid
Strike Force will bring
together critical re-
sources from the FBI
and our partners to
t1ght health care fraud
in this region and the
growing opioid epi-
demic that faces the
United States,” said
FBI Assistant Director
Johnson. “Healthcare
fraud touches every
corner of the United
States, and through
this strike force, the
FBI will continue our
tireless work to com-
bat illegal opioid pre-
scriptions and bring to
justice those medical
professionals who put
their greed over the
health and wellbeing
of their patients.”

“The opioid epi-
demic has had a dev-
astating impact on
Americans across
the country, includ-
ing the people of the
Apgalac 1an region,”’
said HHS-OIG Dep-
uty Inspector Gener-
al for Investigations
Cantrell. “The Strike
Force model is a
proven mechanism to
target illicit conduct
and hold accountable
criminals  involved
in 1llegal opioid pre-
scription and  distri-
bution schemes. We
will continue to work
closely with our feder-
al, state, and local law
enforcement partners
to curb this damaging
epidemic.” |

“Our nation’s opi-
oid crisis requires us
to work with unprec-
edented urgency in
attacking drug diver-
sion at every level,”
said DEA Assistant
Administrator Martin.
“These joint strike
torce efforts will save
lives, while allowing
us to better target and

bring to justice those

"
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Opioid ctd from p.4  see, areas, supporling federal districts, includ- who collectively have
the nine districts_that -ing 165 doctors, nurs- falsely billed the Medi-
who facilitate addic- Make up the ARPO ' es and other licensed care program for over
_‘ tion and profit at the Silke Force region., medical a%)rofessionalss $14 billion. Since Janu-
expense of the weakest 11 addition, the APRG  for their alleged partic- ary 2017, the HCF Unit
-_ and most afflicted ” Strike Force will work  ipation in health care has charged over 85 de-
Prior to this an- ciosely with other var- fraud schemes involv- fendants, including 33
__;:_ nouncement, the HCF 10us federal law en-  ingmore than $2 billion doctors with the illegal iealer Today
Unit operated Medi- rorcement agencies, in false billings. Of prescription of opioids Al calls
care Fraud Strike WDcludng the US. those charged, 162 de- (nearly 30 million pills). [ CONfidential
Foree’s in 12 locations Fostal Inspection Ser-  fendants, INClUdIng 76 g
across the United States  ¥i¢® and IRS Crmu- doctors, were charged ' '
including Miami, Flor- nal Investigation, and for their roles in pre-
ida: Los Angeles, Cal- State Medicaid Fraud  gcribing and distribut-
ifornia; Detroit, Mich- ontrol Units. -~ ing opioids and other
1gan; Houston, Texas; The ARPO Strike  dangerous  narcotics.
Brooklyn, New York: EOI‘C@ will target crint-  More H}formation can
Baton Rouge and New inal conduct associat~- be obtained at hitps://
Orleans, — Louisiana: €4 With the 1mpr0§er www.justice.gov/opa/
:i: Tampa/Orlando, Flor- prescription and dis-  documents-and-re-
ida; Chicago, Ilinois; tribution of prescrip-  sources-june-28-2018.
;{_ and Dallas, Texas, Hon opioids and other In August, Assis-
" alon S with a C Orpo- dangerous narcotics tant Attomey {(zener-
rate Strike Force lo- {roughout the Ap- al Benczkowski an-
cated in Washington, palachian region and nounced the Newark/
D.C.. and the Newark/ Surrounding areas — Philadelphia Medicare
' Philadelphia Regional focusing on criminal Fraud Strike Force,
Medicare Fraud Strike conduct by physicians,  which focuses on health
Force. The Strike PhRarmacists,and other care fraud and illegal
__ Forces represent a medical  profession- opioid prescriptions in
partnership between als. The ARPO Strike  the  Newark/Philadel-
the Criminal Division, LOrce will aiso inves-  phia region.
: Us. Att(:}mey’s Ofﬁcj tlgate‘ and pI'OSECUte The Strike Force Op-
es the FRI. HHS-OIG violations of health ?raﬁOHS are paﬂ of a
-nd the DEA . care iraud whenever joint initiative between
The ARPO Strike Such fraud is detected ‘the Department of Jus-
' Force will he made throughout the region.  tice and HHS to focus
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| in June, Attorney their efforts to prevent
| b malyers with the General Jeff Sessions  and deter fraud and en-
HCF Unit, prosecu- and Lepartment of force current anfi-fraud
tors with the nine U.S. oealth and Human Jaws around the coun-
__f Attorney’s Offices in >crvices (HHS) Sec-  try. Since its inception
the region, and spe- [StrY Alex M. Azar inMarch2007,the pros-
cial asents with the 1L noted the success ecutors in the 12 Medi-
FBI, HHS-OIG and ©Of the, Strike Force care Fraud Strike Force
DEA.  The ARpO model while announc- Jocations have charged

) : - H'ig the largest CVEr  over 4_5000 defendants
3 grtg[léeggt@ g:fe t‘i;fvé)nh]? S health care fraud en-

based in the Cincinna- roreement action in-

;;. ti/Northern Kentucky, Yoving 001 charged

| and Nashville, Tennes- defendants across 58
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